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Introduction

The DNS Research Federation (DNSRF) is a non-for-profit organisation that provides
objective analysis and data insights on the Domain Name System (DNS). It aims to increase
understanding around how the DNS affects cybercrime, cybersecurity, policy and technical
standards by improving access to data and producing quality research outputs.

The DNSRF have been creating League Tables - the top-level domain (TLD) League Tables
have been publicly available on the DNSRF website since 2023 and, at the start of this
quarter, in January 2025, the Reqistrar League Tables were launched. These League Tables
rank TLDs, operated by registries, and domain name registrars based on their relative levels
of online abuse reports. DNSRF aims to publish a set of ASN League Tables in Q2.

This is the first of four quarterly reports. Each report this year will follow a similar structure:

first setting out the methodologies for the new set of League Tables released that quarter (if
applicable) followed by an outline of recent trends found across all League Tables released,

highlighting key changes over the last month.

This report aims to expand on the methodologies and approaches behind the newly

published Registrar League Tables as well as encapsulating the current state of play in both
the TLD and Registrar League Tables.

Kev Findings

1. Online abuse is concentrated among a small number of registrars and TLDs.

A growing number of registrars and TLDs are showing very high abuse report rates, while
many others consistently maintain low or 0% rates.

2. Registrar and TLD rankings are relatively stable at the top but volatile at the bottom.

Those with the lowest report rates tend to stay consistent month-to-month, while those with
the highest rates fluctuate more due to domain churn and sudden report surges.

3. Regional and size-based breakdowns reveal nuanced abuse patterns.

Abuse rates vary by region and size, with larger registrars and TLDs more prone to reports,
though notable exceptions like .no and Knet Registrar Co. LTD show strong performance.


https://dnsrf.org/research/safest-tld-league-table/tables/index.html
https://dnsrf.org/research/top-registrars/registrar-league-tables/index.html

Regqistrar League Table Methodology

The Regqistrar League Tables have been categorised into All, >50k and Global Regions
Tables in order to provide more detailed insights and comprehensive views of the data. The
methodology behind creating each Registrar League Table is outlined below.

The data feeding into all three of the Registrar League Tables is based upon domain reports
received in the last 365 days. Currently, these reports are obtained from third party sources
including OpenPhish, APWG, Malware Patrol, URL Abuse, SpamHaus and URLHaus.

DNSREF are continually trying to grow their datasets in order to attain a more accurate
representation of the levels of online abuse across the world. Next quarter, the League
Tables will be migrated so that they are feeding from live reports received on the Global
Signal Exchange (GSE). The GSE is a centralised clearinghouse that merges as many data
sources as possible.

All

After deduplicating the reports received from our sources in the last 365 days, we calculate
the total number of uniquely reported domains associated with each registrar. This means
that if the same domain is reported multiple times, it is only counted as one, single, reported
domain. We also record the number of reported hostnames and reported URLs, grouped by
their respective registrars.

Using data obtained from ICANN (Monthly Registrar Transaction Reports) we can calculate
the average number of domains that have been registered with each registrar in the last 365
days, rounding it to the nearest whole number.

From these metrics, we calculate a report rate for each registrar by dividing the number of
unique reported domains by the average number of domains registered with that registrar. We
use the report rate of a registrar to evaluate its position in the League Table relative to
others. Those with the lowest report rates have the least domain reports relative to their size
and so are higher up the League Table. Registrars move up and down the League Table over
time as they get more registrations or more reported domains. We track how the report rates
for each registrar change over time alongside changes to their relative position.

>50k

This League Table follows the same methodology as the ‘All' Table but we only consider and
include those registrars that have an average number of domains greater than 50,000.


https://dnsrf.org/research/top-registrars/registrar-league-tables/index.html

Global Regions

This League Table also follows the same methodology as the ‘All' League Table but sorts
registrars into global regions. We use ICANN’s list of accredited registrars to find the
country in which each registrar is based. After mapping each registrar to a country, we sort
them into one of the following global regions: Africa, Americas, Asia, Europe and Oceania.
Once sorted into the corresponding global region, the positions are re-evaluated so that
registrars are only ranked against other registrars in its global region.

Updates on The Registrar League Tables

The following data is correct as of 19th March 2025, and gives an overview of the trends and
patterns observed at that point of time. You can find the live Registrar League Tables here:
https://dnsrf.org/research/top-registrars/registrar-league-tables/index.html

All

This month, in the ‘All' Registrar League Table there are 166 registrars with a 0% report rate.
This is where we have not received any reports of online abuse for these registrars. One
limitation of our ‘All' Registrar League Table methodology is that the size of a registrar size
does influence its likelihood of achieving a 0% report rate - due to the fact that having more
registered domains makes it more likely that at least one of those domains will receive a
report. Although the large majority of the registrars with a 0% report rate in the ‘All’ Table are
small in size, they should still be celebrated for having no reports of online abuse on their
domains.


https://dnsrf.org/research/top-registrars/registrar-league-tables/index.html
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There are currently 277 registrars with a report rate less than 0.1%, compared to 291
registrars with a report rate less than 0.1%, 30 days ago. 330 registrars in the ‘All' League
Table have report rates greater than 5%, a rather large increase on 243 registrars 30 days
prior.

March 19, 2025 Snapshot of the top 10 registrars with the LOWEST report
rates of abuse (excluding those with a 0% report rate):




View as at 19th March 2025:
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report rates of abuse:
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Name Share, Inc. maintained its place as the registrar with the lowest report rate (remaining
at 0.0023%). Particularly at the top of the League Table, the registrars with the lowest report
rates have remained very stable this month, with few shifts in rankings. Webhero Inc. made
its way into the top 10 this month with only one reported domain in the last year and an
average number of 7,969 registered domains. Dot Holding Inc. fell out of the top 10 this
month with its average number of registered domains remaining around 28,800 but its total
reported domains rising from 2 to 6. This brought its report rate from 0.007% to 0.021%.

March 19, 2025 Snapshot of the bottom 10 registrars with the HIGHEST



View as at 19th March 2025:
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Hongkong Kouming International Limited 47.9184 4769
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Dynadot0 LLC remained at the bottom of the ‘All' League Table this month, with its average
number of registered domains staying at 148. Due to a large number of frequently registered
and dropped domains, its report rate remained above 100%, at around 600%. If a registrar
drops a lot of domains, this can lead to having more reported domains in the last year than
average number of domains registered in the last year, resulting in a report rate greater than
100%. Dominet (HK) Limited moved into the 10 registrars with the highest report rates this
month with its total number of reported domains in the last year rising from 295,792 to
386,202, raising its report rate from 47.5% to 62.5%.

Guangzhou Yiyou Information Technology Co. Ltd moved into the bottom 3 registrars with
the highest report rates this month as its report rate increased to 100% - it has an average of



1 registered domain in the last year and received one domain report this month. With its only
domain being reported, this makes it the Registrar with the biggest increase in report rate for
the month.

EU Technology (HK) Limited moved out of the bottom 3 this month with its report rate
decreasing from 104% to 94.2%. Despite still being in the 10 registrars with the highest
report rates, EU Technology (HK) Limited saw the biggest reduction in report rates this month.
Although its number of reported domains increased marginally from 4,115 to 4,165, its yearly
average number of registered domains increased from 3,953 to 4,422, resulting in this report
rate reduction.

>50k

Moving to the >50k Table, registrars with a larger number of registered domains are more
likely to receive reports, hence the reduction in the number of registrars with a 0% report
rate. By only considering registrars with more than 50,000 domains, this aims to increase
parity between those registrars with a 0% report rate. Knet Registrar Co. LTD is the only
registrar in the >50k League Table to achieve a 0% report rate this month.

Number of registrars in each report rate group
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There are currently 38 registrars with a report rate less than 0.1%, compared to 41 registrars
30 days ago. Only 22 out of the 177 registrars in the >50k Table have a report rate greater
than 5%, a slight increase from 21 registrars 30 days ago.



March 19, 2025 Snapshot of the top 10 registrars with the LOWEST report
rates of abuse:

View as at 19th March 2025:
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There were no changes this month in the top 6 registrars with the lowest report rates of the
>50k Table. Although it is the same 10 registrars with the lowest report rates this month as it
was last month, there has been some slight movement at the bottom of the top 10 with Pair
Networks Inc moving up the League Table as Registrygate’s report rate increased from
0.024% to 0.029%. Still placing in the top 10, its number of reported domains increased from
146 to 172.



March 19, 2025 Snapshot of the bottom 10 registrars with the HIGHEST
report rates of abuse:

View as at 19th March 2025:
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30 Days Ago (17th February 2025):
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Web Commerce Communications Limited dba WebMNic.co

Dynadot Inc

CNOBIN INFORMATION TECHNOLOGY LIMITED

URL Solutions, Inc. 38.2767 233497
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Similarly, there were few changes among the bottom 10 registrars with the highest report
rates of the >50k Table this month, with the same registrars occupying the lower end.
Metaregistrar BV moved into the range, pushing Spaceship, Inc out of the bottom 10.



Metaregistrar BV had 34,273 reported domains at the start of the month and is at 37,487
today, raising its report rate from 11.8% to 12.7%.

This month, Xiamen 35.com Information Co., Ltd had the biggest reduction in report rate in
the >50k League Table. Despite having an increase in reports (from 3,305 to 3,531), a large
number of registrations this month brought their average number of registered domains
from 158,180 to 184,543 and brought their report rate down from 2.09% to 1.91%. Dominet
(HK) Limited had the biggest increase in report rate this month. With its number of reported
domains rising from 295,792 to 386,202, and its average number of domains registered in
the last year remaining around 620,000, its report rate increased from 47.5% to 62.5%.

Global Regions

March 19, 2025 Snapshot of the top 10 registrars with the LOWEST report
rates of abuse in the Americas Region:

. . . . . 1

2728 13 Registrars 2010 546 Registrars 147 Registrars 12 Registrars
Registrars Registrars

Registrar Report Rate Avg No.
(%) Domains
1Y There are currently 69 Registrars with a 0% report rate! Show All
2 NAME SHARE, INC. 0.0023 88,421
3 AZDOMAINZ, LLC 0.0032 30,834
4 CORSEARCH DOMAINS LLC 0.0051 19,594
5 ALPINE DOMAINS INC. 0.0062 81,231
6 DOMAINADMINISTRATION.COM, LLC 0.0075 40,011
7 ANNULET LLC 0.0076 541,513
8 WEBHERQO, INC. 0.0125 7,969
9 TUBE REGISTRAR, LLC 0.0153 6,532
10 DOT HOLDING INC. 0.0208 28,894

Excluding registrars with a 0% report rate, the 3 registrars with the lowest report rates in the
‘All' League Table were based in the Americas region - all located in the United States of



America and Canada. However, Dynadot0 LLC, with the highest report rate in the ‘All’
Registrar League Table, is also based in the USA.

March 19, 2025 Snapshot of the bottom 10 registrars with the HIGHEST
report rates of abuse in the Asia Region:

. . . . . o
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Registrar Report Rate (%) Avg No. Domains
456 URL SOLUTIONS, INC. 39.8276 231,736
457 DNSGULF PTE. LTD. 43.4776 6,930
458 HONGKONG KOUMING INTERNATIONAL LIMITED 48.1875 81,602
459 DOMINET (HK) LIMITED 62.5259 617,667
460 ZHENGZHOU CENTURY CONNECT ELECTRONIC TECHNOLOGY DEVELOP... 64.9351 34,496
461 SINO PROFIT (HONG KONG) LIMITED 66.6667 1,191
462 DOMAIN INTERNATIONAL SERVICES LIMITED 85.8509 212,458
463 EU TECHNOLOGY (HK) LIMITED 94.1882 4,422
464 GUANGZHOU YI YOU INFORMATION AND TECHNOLOGY CO., LTD 100.0000 1
465 NICENIC INTERNATIONAL GROUP CO., LIMITED 104.6940 125,270

Several of the 10 registrars with the highest report rates of the ‘All' Registrar League Table
are based in the Asia region with NICENIC International Group Co., Limited, EU Technology
(HK) Limited and Hongkong Kouming International Limited based in Hong Kong and
Guangzhou Y1 YOU Information and Technology Co., Ltd located in China.

Updates on The TLD League Tables

The following data is a snapshot from 12th March 2025, and gives an overview of the trends
and patterns observed at that point in time. Please visit
https://dnsrf.org/research/safest-tld-league-table/tables/index.html to view the data in the
TLD League Tables in real time.



https://dnsrf.org/research/safest-tld-league-table/tables/index.html

All

This month, in the ‘All' TLD League Table there are 441 TLDs with a 0% report rate. Similarly
to the Registrar League Table, one limitation of our ‘All' TLD League Table methodology is
that the size of a TLD size does influence its likelihood of achieving a 0% report rate - due to
the fact that having more domains under management makes it more likely that at least one
of those domains will receive a report. Although all of TLDs with a 0% report rate in the ‘All’
Table are small in size, once again, they should still be recognized for having no reports of
online abuse on their domains.
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In general, report rates appear to be improving. There are currently 525 TLDs with a report
rate less than 0.1%, compared to 516 TLDs under that threshold 30 days ago. Additionally,
there are now 130 TLDs with a report rate greater than 5%, an improvement on 136 TLDs 30
days ago. This means that there are currently more TLDs with lower report rates than there
were this time last month.

March 12, 2025 Snapshot of the top 10 TLDs with the LOWEST report rates of
abuse (excluding those with a 0% report rate):




View as at 12th March 2025:
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.realtor moved up into the 0% report rate zone this month as its only report is now over a
year ago. Currently, the 3 TLDs with the lowest report rates (excluding those with a 0% report
rate) are .hm, .xn--3ds443g and .wien. All 3 of these TLDs were also in the top 10 for lowest
report rate last month and have a count of only two reported domains. .pa moved into the
top 10 this month - with its yearly number of reports halving from 6 to 3, its report rate
dropped from 0.039% to 0.018%. Conversely, .quebec dropped out of the 10 TLDs with the
lowest report rates this month, with its report rate increasing from 0.013% to 0.555%. While
its average number of domains remains relatively constant, its number of reports jumped

from 1 to 41 in the last 30 days.




March 12, 2025 Snapshot of the bottom 10 TLDs with the HIGHEST report

rates of abuse:

View as at 12th March 2025:
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Although, at present, there has not been much movement in the 10 TLDs with the highest
report rates (particularly with .pink and .locker dominating the lower end), the top of the
League Table (those with the lowest abuse rates) is more stable than the bottom (those with
the highest abuse rates). Due to the fact that TLDs at the bottom of the League Table
typically have a lot of adds and deletes, their average number of domains under
management, and therefore their report rates, tend to fluctuate. If a TLD drops a lot of
domains, this can sometimes lead to having more reported domains in the last year than
average number of domains under management in the last year, resulting in a report rate

greater than 100%.



Irrespective of being in the 10 registrars with the highest report rates, .locker was the TLD
with the biggest decrease in report rate this month, going from 236% to 72.6%. This is due to
the large number of added domains .locker had this month taking its average number of
domains from 1,508, 30 days ago, to nearly 7 times the amount today, at 10,305 domains.
Despite its large decrease in report rate, its total number of reported domains in the last year
increased from 3,560 to 7,482 this month, keeping .locker in the bottom 10. .xin had the
biggest increase in report rate this month, increasing from 43.2% to 69.2%. It went from
having 5,589 of its average 12,948 yearly domains being reported for online abuse to now
having 23,843 of its 34,461 average domains being reported.

>500k

Moving to the >500k Table, it is more difficult for larger TLDs to achieve a 0% report rate due
to the sheer number of domains registered with them. By only considering TLDs with more
than 500,000 domains, this aims to increase parity between TLDs with a 0% report rate.
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While there are no TLDs with a 0% report rate in the >500k Table this month, there are
currently 8 TLDs in this Table with a report rate less than 0.1%, no change on last month. 14
TLDs have a report rate greater than 5% - 1 TLD more than there was 30 days ago. With .cfd
dropping out of the >500k Table completely, going from an average of 579,015 yearly
domains to 215,024, both .click and .bond moved into the >500k Table with report rates
above 5%. Their total number of yearly domains under management increased from 475,429
to 508,567 and 465,168 to 626,664 respectively, moving them over into the >500k League
Table.



March 12, 2025 Snapshot of the top 10 TLDs with the LOWEST report rates of
abuse:

View as at 12th March 2025:
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The 10 TLDs with the lowest report rates in the >500k Table remained very stable this
month. .no managed to move from 2nd place to 1st as its number of reports in the last year
fell from 364, 30 days ago, to 330 reports today, causing its report rate to change from 0.044%
to 0.04%. .vn entered the top 10 this month with its average number of domains remaining
constant but its total number of reported domains in the last year decreasing from 909 to
620, resulting in its report rate falling from 0.17% to 0.12%. .it slipped out of the 10 TLDs with
the lowest report rates, even though its report rate only increased slightly from 0.1441% to
0.1443%!






March 12, 2025 Snapshot of the bottom 10 TLDs with the HIGHEST report
rates of abuse:

View as at 12th March 2025:
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As discussed earlier, while the bottom of the League Table is unstable due to the large
number of domain name adds and drops, the changes in report rates at the bottom of the
>500k are usually less dramatic than those in the ‘All' League Table. This is because, while
they are still adding / dropping large numbers of domain names, proportional to their overall
size, there is less of an impact on their average yearly number of domains. Apart from some
TLDs (such as .cfd, .click and .bond) which are moving in and out of the Table itself (as they
cross the >500k domains threshold), the TLDs with the highest report rates at the bottom of
the >500k are more stable than those in the ‘All’ Table.

.cc had the biggest improvement in report rate for all of the TLDs in the >500k Table this
month, reducing its report rate from 22.7% to 19.3%. Although their number of reports



actually increased from 319,153 to 343,563 this month, its number of domains under
management increased more significantly from 140,7210 to 178,3610, resulting in a
reduction in report rate. .sbs had the largest increase in report rate this month, moving from
8.45% t0 9.06%. Once again, it was their yearly average of domains causing this change.
While their number of reports remained around 60,000, their domains under management
decreased from 709,654 to 669,654 today.

Global Regions

There are 2 ccTLDs, .hm (Heard and McDonald Islands) and .pa (Panama), in the top 10
TLDs with the lowest report rates of the All Global Regions Table with report rates of
0.0029% and 0.018% respectively. .sx (Sint Maarten) and .pm (Saint Pierre and Miquelon)
are the only two ccTLDs in the 10 TLDs with the highest report rates of the All Global
Regions Table with report rates of 57.2% and 72.1% respectively.

March 12, 2025 Snapshot of the bottom 10 TLDs with the HIGHEST report
rates of abuse in the Americas Region:
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7d TLD Country Report Rate Avg No.

Ago (%) Domains
470 v 468 .POKER UNITED STATES OF A... 35.3326 7,803
471 v 469 .REST MEXICO 39.7393 73,260
472 v470 .LC PUERTO RICO 40.6892 8,270
473 v 471 .LOANS UNITED STATES OF A... 49.5230 16,877
474 v 472  PIZZA UNITED STATES OF A... 55.1097 33,495
475 v473 .8X SINT MAARTEN (DUT... 57.2211 23,556
476 v 474  .PICTURES UNITED STATES OF A... 59.2399 32,365
477 v476 .LGBT UNITED STATES OF A... 61.5935 14,120
478 v 475 .LOCKER UNITED STATES OF A... 72.6055 10,305

479 v477 .PINK UNITED STATES OF A... 72.7331 34,452



While .hm is part of the Oceania region, .pa is part of the Americas region. Despite being the
hosting region for one of the ccTLDs with the lowest report rates, a large number of the 10
TLDs with the highest report rates from the ‘All’ TLDs Table are also based in the Americas,
including .locker and .pink.

.pm, the ccTLD with the highest report rate, is based in France, Europe. Also based in
Europe is .bond, a larger TLD moving in and out of the >500k Table with a relatively high
report rate, located in Luxembourg. Out of all of the EU ccTLDs, .cy (Cyprus) has the lowest
report rate of 0.038%, closely followed by .dk (Denmark) with a report rate of 0.04%. .ee
(Estonia) had the highest report rate of all the EU ccTLDs with a report rate of 1.0036%, the
only EU ccTLD with a report rate above 1%. .pl (Poland) had the second highest report rate of
the EU ccTLDs at 0.89%.

March 12, 2025 Snapshot of the bottom 10 TLDs with the HIGHEST report
rates of abuse in the Asia Region:
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7d TLD Country Report Rate Avg No

Ago (%) Domains
71 71 .GY TURKEY 4.2651 4,361
72 72  .BD BANGLADESH 4.5218 38,038
73 73 .ASIA HONG KONG 4.5762 334,930
74 74 .XN--RHQV96G HONG KONG 4.9438 445
75 75  .MOE JAPAN 5.1919 15,428
76 76 .SHOP JAPAN 8.0906 3,387,650
77 77 .WANG CHINA 21.0186 65,347
78 78 .TOP CHINA 26.0316 3,194,670
79 79 .000 INDIA 35.9183 40,517
80 80 XIN HONG KONG 69.1884 34,461

.xin, as the TLD with the biggest increase in report rate this month, is at the bottom of the
Asia Global Regions Table and is based in Hong Kong. It has almost double the report rate of
.000 in India which currently has the second highest report rate of TLDs in the Asia region.



Coming Next ...

In the next quarter the DNSRF will be releasing ASN League Tables. The report for that
quarter will cover methodology for the new ASN League Tables along with changes
observed in all tables released, including the TLD, Registrar and ASN League Tables.
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